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NTRODUZZJONI

Il-privatezza u |-darsien tagaha huwa dritt taé kull bniedem. Kull min ikollu
l-privatezza tiegau wvjolata tkun ged ti--ekkinlu d-dinjita” tiegau baala bniedem.
Gaaldagstant il-darsien tal-privatezza huwa kru-jali fittisaia taé so-jeta’ Ousta,
attiva u sana. Gaalhekk, jekk il-privatezza taé kull individwu ma tkunx manifesta-
ment imAarsa u protetta, allura jfisser i ssisien tas-so-jet” jkunu ged ji0u mhedda
u mdgaajfa. Il-kun-ett taé ¢privatezzag kif nithmuh illum huwa tabilaaqq differenti
minn dak li konna nifhmu dari. L-avwanz fitteknoloOija u l-informatika, biex nieadu
biss eéempju wieded, Oab miegau sfidi Oodda fidan il-qasam, tant li sadansitra
llum il-Ournata gaandna li0ijiet spe-ifi-i li jistabbilixxu xégaandu jkun cprivat u
liema nformazzjoni / data dwar persuna tistaé tittiehed, tindamm, u/jew tiOi

ppro-essata minn terzi persuni.

Fédan il-kuntest i-GWU temmen bis-
saia fil-privatezza taé lindividwu anki fil-
kuntest taé impjegati fuq il-post tax-xogaol.
Id-dritt gaall-¢privatezza¢, méhuwiex limi-
tat biss gaall-privatezza tal-persuna per
se, iéda jestendi wkoll gaall-privatezza
taé kull informazzjoni dwar dik il-persuna.
II-GWU temmen li I-mod ta¢ kif tittiehed,
tineamm, u ti0i pro-essata kwalunkwe
informazzjoni dwar persuna hu ferm im-
portanti u gaandha tingaata attenzjoni
partikolari. Dagstant ieéor tifhem ukoll
kemm hu delikat il-pro-ess tal-Obir, tifrix
u taassir taé informazzjoni. Dan gaaliex
filwaqt li fekull pajjié demokratiku l-istat
gaandu béonn ta¢ informazzjoni sen-

sittiva u baéika dwar i---ittadini gaal
raOunijiet ta¢ @éamma taé records, l-iktar
firrigward tal-darsien tas-sadéda pubblika
u s-sigurt’” biex jikkumbatti ngaidu adna I-
kriminalit™, dejjem teéisti l-isfida dwar kif
u kemm tkun imaarsa din l-informazzjoni
fuq kull -ittadin.

I-GWU temmen li kull persuna
gaandha dritt legali li kull informazz-
joni dwarha innifisha tkun protetta.

Gaaldagstant, ebda persuna mégaandha
ssib ruaha évantaOOjata béxi mod i
jkun mindabba évelar taé informazzjoni
dwarha.

I-GWU temmen dan géaliex huwa
fatt li luéu aaéin jew traskurat taé kull
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informazzjoni dwar il-persuna jistaé
jikkawéa asara kbira kemm lill-istess indi-
vidwu kif ukoll lil persuni oarajn li jkunu
ferelazzjoni miegau gaaliex jistaé jwas-
sal gaat-tkissir u ttkashir tar-reputazzjoni
tagahom.

I-GWU temmen li gdandhom jissadau

INFURZAR TALLITI

u jibu albornati Iibijiet applikabbli,
fosthom I|-Att dwar il-Protezzjoni u I-Pri-
vatezza tad-Data, sabiex kemm jistaé jkun
jibi evitat l-abbué, kif ukoll sabiex ikun
égurat li kull persuna li dwarha tingaata
informazzjoni mingaajr kunsens jkollha
kemm a--ess miftua u wiesa¢ gaat-fittxija
tar-rimedju, kif ukoll rimedju effettiv.

I-GWU temmen |i gaandhom ikunu
inforzati dawk iliQijiet li mhux biss
jiggarantixxu  d-dritt  gaall-privatezza
individwali iéda li minnhom innifishom
wkoll ikunu deterrent kontra l-uéu abbuéiv
taé informazzjoni dwar il-persuna.

Minkejja li I-problema li teéisti dwar
sa fejn iwasslu d-drittijiet individwali
filkkonfront tad-drittijiet kollettivi anki
fi-gasam tattixrid jew ié-éamma tal-
informazzjoni mhix fa-li i tinstab
soluzzjoni gaaliha, madankollu s-sistema
legali fépajjiéna gaandha u tistaé tkompli
ssib il-mezzi tag kif jistaé jintladaq bilan-
bejn ittnejn. Sa llum, il-mezzi legali kontra
l-uéu abbuéiv u ttixrid bla béonn taé I-
informazzjoni individwali jinstabu fl-Att
dwar il-Protezzjoniul-Privatezza tad-Data,
madankollu dan l-istrument ma jistax, la
darba sar, jitaalla kif inhu mingaajr ma
jidi aO0ornat minn émien gaal émien
u kif meatied fi-—irkustanzi. I-GWU
tirrikonoxxi li l-introduzzjoni ta¢ din il-i0i
fis-sena 2001 kien pass sinjifikanti ferm
firrikonoxximent u l-protezzjoni uffi-jali

taé dan id-dritt , peroé llum-il Gurnata, wara
li Aaddimna din il-i0i gaal tmien snin , il-
GWU téoss li huwa rakkomandabbli illi
minnu li saru diversi emendi égaar fédin
il-liQi fis-snin 2002, 2003, 2006, u 2007
rispettivament, per, -GWU hija tal-fehma
illi wara li esperimentajnaé¢ bedin il-li0i
gaal tmien snin, jkun fewagtu li din il-i0i
tidi aO0ornata bémod aolistiku sabiex fejn
l-esperjenza wriet li din il-i0i Aadmet u
kienet effettiva tkompli tissadaad, filwaqt
li fejn din ili0i ma aadmitx jew kienet
dgaajjfa, tidi emendata jew aOOornata
sabiex tkun aktar effettiva.

Huwa fattligaalkemmI-gaan prin-ipali
taé -Att dwar il-Protezzjoni u |-Privatezza
tad-Data huwa espli-itu, jiC)ifieri, dak i
jipproteQi l-individwu kontra l-abbué mill-
privatezza tiegau, mhux dagstant fa-li li I-
istess Att ikun interpretat u maares dejjem
bl-istess kejl. Dan jistaé jwassal biex il-li0i
tittef mis-sadda u l-effettivit’” tagaha hi u
tid0i applikata, jew tgajjem mistogsijiet
serji u xi kultant konfliOOenti u gaalhekk i--

:



-ittadini jistgdu ma jdossuhomx dagstant
-erti mill-gaanijiet u ttdaddim tali0i
u bé hekk moddom ma jkunx dagstant
mistried. Gaalhekk il-GWU tinsisti li -linji
gwida li joaorOu milli0i u mill-prattika
gadandhom ikunu -ari u stretti biex ma
jkunx hemm lok gaal ebda ekwivoku jew
gaal interpretazzjoni usa¢ tallibi iktar
milli meatied. IIKGWU trid li permezz
taé din l-gdodda legali, l-individwu jkollu
mhux biss id-dritt iéda wkoll is-sadéa li
jeéer-ita u jinforza kontroll fuq l-a--ess

D-DRITT GAALL-PRIVATEZZA

u l-arud tag informazzjoni dwaru kif ukoll
fuq il-privatezza tiegau. I-GWU tinsisti li
dan il-kontroll mégdandux ikun ostakolat
fitthaddim u ttwettieq tiegau.

Fédan issens gaalhekk, iI-GWU
temmen li l-awtoritajiet  regolatorji
gaandhom ikunu indipendenti u bogaod
minn kull irbit, hu taé¢ liema natura hu,
sabiex i---ittadin idossu verament li d-
drittijiet tiegau huma maarsin u rispettati
kontinwament.

Géaaldagstant, sabiex dan jidher li
ged jitwettaq, i-GWU temmen li meta
d-dritt individwali dwar il-darsien tal-
informazzjoni u l-privatezza personali ji0i
vjolat, minbarra r-rimedju normali tal-grati
li dafna drabi jalixxu u jidde-iedu skont
ilversi tal-li0i, minbarra li tali pro-eduri
jieddu tul taé émien konsiderevoli biex
jibu konkluéi, gaandu jkun hemm ukoll
awtorit”” li tidde-iedi bémod aktar effi-jenti
u tiddikjara mill-aspett uman dwar il-
asara li tkun saret mindabba abbué minn
informazzjoni individwali u privata.

Hemm imbagéad in-nada |-oéra tal-
munita, li FGWU hija wkoll imaassba
dwarha. Hemm entitajiet u individwi
li jutaw iHi0i baala mezz konvenjenti
biex jadbu rrifijut gaall-gadoti mqar taé

informazzjoni baéika. Fis-sug tax-xogaol
u n-negozju dan jistaé jikkawéa wekoll
problemi. Sabiex jiOu evitati dawn id-
dilemmi, il-GWU taoss li fékull kaé, kull
informazzjoni li tintalab dwar individwu
gaandha gabel tindareg ikollha I-kunsens
tal-persuna involuta u li lilha jibi mfisser
bémod -ar (mingaajr small print u riéervi) |-
iskop gaattalba tal-arud taé informazzjoni
u l-uéu i jkun ser isir minnha. Il-persuna
gaandha tingaata assigurazzjoni uffi-jali
li dik l-informazzjoni dwarha ma tintuéa
gaal ebda skop iedor alief dak miftiehem.
Dan gaandu jiOi applikat ukoll fil-postijiet
tax-xogaol.

Gaaldagstant, il-FGWU temmen i
I-Att dwar il-Protezzjoni u I-Privatezza
tad-Data gaandu jibgaé jgaabbi
béresponsabbiltajiet -ari u serji lil dawk
li gaandhom a--ess géal data dwar I-
individwi u li huma inkarigati li jaarsu
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u/jew jippro-essaw l-istess data. Dawn
gaandhom fékull kaé ikunu persuni
responsabbli, ta¢ kondotta tajba, u persuni
ta¢ fidu-ja gaaliex ir-responsabbilt™ li

jOorru hi kbira. Dawn gaandhom ikunu
wkoll konxji li kwalunkwe nugqas jistaé
jikkawéa problemi serji lill-individwu li
dwaru tinfirex l-informazzjoni.

/\¢CESS GAALLINFORMAZZIONI PERSONALI

Fost id-drittijiet li géandha tgawdi
persuna li dwarha teéisti informazzjoni
li tistaé ti0i ppro-essata hemm id-dritt
li din ilpersuna jkollha a--ess il-ain
kollu gaal kull informazzjoni li tinOabar
dwarha. Fil-fatt bAala GWU aéna dejjem
ninfurmaw lill-daddiema |i huwa dritt
tagahom i jaraw meta jaossu l-atieda
I-file personali tagdhom Ii jinéamm fuq
il-post tax-xogdol. Bemod parallel ma¢
dan, kull &addiem li tinOabar u tinamm
informazzjoni dwaru géandu jkollu wkoll
id-dritt li jitlob korrezzjoni jew taassir
ta¢ informazzjoni ébaljata dwaru. Dan
ukoll gédandu jkollu d-dritt li jéomm milli
tindare0 kull informazzjoni dwaru li tista
tintuéa kontrih. [-GWU temmen ukoll
u tagbel li flebda &ain ma tistaé tintuéa
informazzjoni personali biex tagamel
asara jew lillindividwu u wisq aktar il
terzi persuni.

Kwalunkwe data géandha tinéamm
biss gaal gaanijiet spe-ifikati u regolati
mil-i0i jew gaal raQunijiet amministrattivi
u mingédajr ma tkun pro-essata
informazzjoni éejda dwar il-persuna.
I-GWU tisdaq ukoll li uéu e--essiv taé
informazzjoni u mhux kif stipulat mil-i0i
gdandu jitgies millewwel béala reat
kriminali punibbli kriminalment.

Din id-data géandha tkun dejjem
a00ornata u miémuma tajjeb u bta--essi
limitati. Fl-istess waqt gdandhom jittieadu
l-passi kollha meatieOa jekk jirriéulta li
jkun hemm ksur taé pro-eduri jew tehid taé
miéuri tekni-i jew organizattivi ébaljati li
jwasslu gaal telf, aru0 jew asara lil ¢datag
personali.




I\/I ONTERATT

Fir-rigward ta¢installar taé Close Circuit
Television [CCTV] cameras fil-postijiet
tax-xogaol, i-GWU tinsisti li dawn jistgau
jitwadalu fepostijiet sabiex ji0i kontrollat
id-daul u l-aru0 mill-bini tal-kumpanija u
jipu weéati biss gaall-darsien tal-propjet™”
tal-kumpanija u kif ukoll gaal protezzjoni
tal-sigurt’”™ talimpjegati. Bérispett lejn
id-dinjit”™ tal-bniedem, cameras minn
dawn meégaandhomx jitwadalu fépostijiet
apposta bi skop li ssir sorveljanza
kostanti fuq il-persuna tal-daddiema waqt
il-lgurnata tax-xogéol tagahom. Fil-fatt
mill-esperjenza wieded jifhem it-tensjoni
u l-istress li jaoss impjegat meta jaf li dan
giegaed ji0i sorveljat minuta béminuta
minn magna mekkanizzata. Mhux gaax
tali ndividwu jkollu xi intenzjoni &aéina,
iéda ssempli-i fatt li kull moviment
tiegdu jkun qiegaed ji0i sorveljat u
rreQistrat jodloq fedan lindividwu stress
inutli u jrendi lil dak lindividwu aktar
suxxettibbli g4al xi éball. -GWU gatt ma
kienet kontra s-sorverjanza li ssir minn
daddiema baal supervisors u managers
iéda égur li ma ta--ettax li daddiema
ndividwali  jkunu rrekordjati. Hemm
-irkostanzi fejn il-cameras bil-fors iridu
jkunu installati fuq il-daddiema bémod
in Oenerali, iéda dawn huma postijiet
tax-xogéol spe-jalizzati béala ngaidu
aana casinos, banek, u agenziji li jsarrfu
I-flus. Filfatt il-casinos, per eéempju,

jinstallaw dawn il-cameras skont ili0i
u l-parametri anki internazzjonali. Anzi
dawn il-cameras anki jkunu audio sabiex
jekk xi klijent jilmenta li dak li qgal lill-
daddiem mhux dak li l-daddiem ikunu
lagaab allura dan id-dubju jkun jistaé jiOi
--ekkjat. Mandanakollu, baala Union ma
na--ettawx li dawn il-cameras jintuéaw
baala mezz ta¢ dixxiplina alief fékaéijiet
taé serq, vandaliému jew imOieba vjolenti.
Fil-fatt iFGWU itellaé I-Qorti management
li ma jonorax dawn il-kriterji imsemmija.

Barra minhekk, fékumpaniji fejn jiOu
nstallati CCTV cameras u -GWU hija
l-union rikonoxxuta, hija tinsisti li ssir
policy, i mudell tagaha jinsab anness
maé dan id-dokument, li tistipula |-uéu
taé dawn il-cameras. I-GWU tinsisti ukoll
mal-kumpaniji fejn hi organizzata sabiex
meta dawn jinstallaw CCTV cameras li
ma jkunux fuq il-daddiema, mhux biss
imorru géall-policy mehmuéa iéda ukoll
jagamlu tabelli cari li jindikaw li hemm
CCTV cameras imwaalin. Dawn it-tabelli
gaandhom ikunu fépostijiet prominenti
kemm géaall-daddiema kif ukoll g&al
klijenti / terzi persuni li jéuru dak I-
istabbiliment.

I-GWU minn dejjem sadget u tibqa¢
ssostni li l-gdan ewlieni tas-CCTV cameras
fuq il-postijiet tax-xogéol géandu jkun
dak li jibu skoraQQiti in-idenzi ta¢ serq,
vandaliému u mOieba vjolenti, kif ukoll
sabiex jiéguraw is-sadda u s-sigurtaé tag
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l-impjegati fekaé taé xi aggressjoni. Fedan
il-gasam g&andu jkun permessibbli I
uéu, iéda bekawtela gaall-informazzjoni
maaéuna minn dawn il-cameras, sabiex
tidi mgaejjuna u fa-ilitata investigazzjoni
li tista¢ ssir dwar ir-reati indikati fedan il-
paragrafu.

I-GWU tisdaq fuq l-uéu korrett tas-
CCTV cameras, u biex dan [|-gaan
jintladaq il-GWU tinsisti li dawn il-cameras
gadandhom ikunu taét is-sorveljanza tad-
Dipartiment ta¢ IICT tal-kumpanija, liema
Dipartiment gdandu jkun kompost minn
persuni taé fidu-ja u reputazzjoni tajba,
li jkunu maarrDa bémod adegwat. Kull
filmat li ssir riferenza g&alih jew géall-uéu
tiegdu waqt xi investigazzjoni gaandu
jidi  muri  millkkumpanija fil-preéenza
tar-rappreéentanti tal-daddiema u tal-
aaddiem/a innifsu/hom.

Huwa kaé simili dak tal-monitera00
mill-prin-ipali taé sistemi moderni taé
komunikazzjoni, béaall-email, kif ukoll
kontroll tekonoloQiku tal-moviment tag
vetturi tax-xogdol u anki ta¢ daddiema
li ma gdandhomx post fiss tax-xogéol.
Naturalment, anki hawnhekk irid jindoloq
bilan- bejn il-atieda tal-prin-ipal i
jikkontrolla u jirregola ir-riéorsi tax-xogaol
tiegau u d-dinjit”" tal-daddiema nfushom.

I-GWU temmen li lintroduzzjoni taé
kull sistema taé monitera00 gaandha tkun
proporzjonata mal-atiijiet tal-prin-ipal
u gaalhekk ma te--edix dak li huwa
strettament ne-essarju gaattmexxija taé I-

operat tal-kumpanija. Fuq kollox, i-GWU
temmen li ebda sistema ma gaandha tkun
introdotta bil-moabi tar-rappreéentanti tal-
adaddiema u tal-daddiema nfushom.

I-GWU ma tagbilx li prin-ipal gdandu
joqgéod jissorvelja kull email li jibgaat u
jir-ievi kull impjegat tiegau minn fuq il-
post tax-xogéol. Dan id-dritt tal-prin-ipal
gdandu jkun limitat gaal kaéijiet fejn il-
prin-ipal ikollu suspett raljonevoli li xi
mpjegat partikolari jkun giegéed juéaé
dan il-mezz ta¢ komunikazzjoni bémod
mhux xierag jew bémod li jmur kontra |-
interessi tal-prin-ipal.

Punt iedor interessanti u li jimmerita
diskussjoni huwa I-monitora00 permezz
taé sistemi taé GPS (ez, Datatrak) tae
mpjegati li jkunu qgegadin jagamiu
deliveries bévetturital-kumpanija. Filwaqt li
I-GWU ma tara xejn daéin fedin is-sistema
moderna dment li tintuéa tajjeb u gaall-
iskopijiet tajba, wieded irid joqgaod ferm
attent li din is-sistema ma tiQix abbuéata.
Inoltre, fékaéijiet fejn l-impjegat ikollu d-
dritt li juéaé l-vettura tal-kumpanija wara
l-ain tax-xogéaol u fi tmiem il-0imgaa gaal
skopijiet personali, i-GWU tinsisti li s-
sistema tal-GPS gaandha tkun diéattivata
filkain li limpjegat ma jkunx xogéol,
u dan sabiex il-privatezza ta¢ dak I
impjegat u tal-familja tiegau ti0i maarsa.
Fi kwalunkwe kaé, perog, il-GWU tinsisti
li kull meta mpjegat jingdata karozza
tal-kumpnaija li tkun mgdammra bédin is-
sistema, huwa gaandu jkun infurmat.

7



E OENZJONUWJIET FL-IPPROCESSAR TAD-DATA

I-GWU tithem i [|-Att dwar il-
Protezzjoni u [|-Privatezza tad-Data
gaandu jinkorpora u jindika bémod -ar
dawk |-eéenzjonijiet meta lippro-essar
taé data tkun permissibbli, fosthom dwar
is-sigurtaé nazzjonali, kaéi taé kriminalit™”
organizzata, in-nuggas taé osservanza
tal-liQijiet u/jew meta jkun hemm theddid
gaall-dajja tan-nies. I-KGWU taqbel
ukoll ma¢ kull ippro-essar tad-data u
publikazzjoni taé informazjoni li jkollhom
l-iskop li trazzan levazjoni tattaxxa
kemm jekk issir minn kumpaniji kif ukoll
minn individwi.

Fejn |-Att dwar il-Protezzjoni u I
Privatezza tad-Data jitkellem dwar [-uéu
u l-akkwist taé informazzjoni gaandu
jingdad bémod mill-iktar -ar li kull min
mhux awtorizzat li jkollu a--ess géaall-
informazzjoni, iéda li xorta waéda jikseb
informazzjoni u jabbuéa minnha billi
juéaha &aéin gaandu ji0i penalizzat
severament.

Ukoll gaandha tingaata attenzjoni

sabiex ji0i assigurat li 4add ma jilgaabha
taé¢ aaddiehor jew jippersonifika lil xi

aadd biex jakwista l-informazzjoni dwar
aaddiehor. Dan kollu gaandu jkun megjus
baala offiéa kriminali, inklué fékaéi fejn I-
informazzjoni li tintalab tkun se ti0i uéata
biex ji0i determinat jew influwenzat
limpjieg taé persuna jew persuni jew
fllgdaéla tagadhom, jew biex jinéamm
impjieg jew ittke--ija mill-impjieg.

Taé min wieded ifakkar ukoll li iQi
eéistenti titkellem dwar adata personalia
u adata personali sensittiviz, u tistipula
baala data personali sensittivi dik id-
data li jkunu jévelaw irrazza jew l-oriQini
etnika, fehmiet politi-i, twemmin reliQjué
jew filosofiku, saubija fi trade union,
sadaa, jew attivit” sesswali taé ndividwu.
Tali nformazzjoni gadandha tkun protetta
bémod mill-aktar rigorué. II-GWU temmen
li gdad fadal aafna xi jsir sabiex dawn
id-diso@izzjonijiet tal-idi eéistenti jiOu
enforzati bémod effettiv. Huwa inutli li
jkun hemm 1i0i fuq il-karta li tidher sabiaa
imbagaad meta ndividwu milqut ifittex
rimedju jsib burokrazija éejda, dewmien,
jew loop-holes li finalment idalluh
mingaajr rimedju effettiv.
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F)ERIJODU TAS-0AMMA TAL-INFORMAZZJONI

Informazzjoni personali u privata
gaandha tibgaé klassifikata gaal perijodu
taé émien skont il-kaé u l-a--ess gaaliha
gdandu jkun biss skond kif spe-ifikat
mil-idi. Dan tterminu taé émien gaandu
jorbot lil kulmin géandu a--ess gaal
informazzjoni dwar daddieéor.

Fl-istess waqt, informazzjoni li ma
tistax tkun ippruvata ma jistax jingaata
tagarif dwarha taét ebda -irkustanzi. Dan
jododd ukoll gaal informazzjoni miObura

GHELUQ

permezz taé CCTV camera. Konformi mal-
provvedimenti tal-Ftehim Kollettiv, il-GWU
tibgaé ssostni li informazzjoni personali,
jiOifieri, dik marbuta mag dixxiplina dwar
il-Aaddiema fil-post tax-xogéol tagahom,
mégaandhiex tinammx géal iktar minn
perijodu taé tnax (12)-il xahar fl-arkivji tal-
kumpanija u gaaldagstant kull employer
gaandu maé gaeluqg is-sena idassar u
jeqgred dik linformazzjoni li jkun Oabar
dwar l-impjegati tiegau.

I-GWU tagbel bis-sédid mad-disa (9)
kriterji li jidhru hawn taét u li fughom
huwa bbaéat il-Kapitlu 440, Att dwar il-
Protezzjoni u |-Privatezza tad-Data, 2001
kif elenkati fit-Tielet Parti ta¢ dan il-Kapitalu
u li minnhom infushom jassiguraw li
jsir uéu tajjeb taé l-informazzjoni u biex
tithares kwalunkwe data. Dawn huma:

i. Data personali tkun
bémod Oust, -ar u leali;

ii. Data ti0i pro-essata bi pratti-i tajbin;

iii. Data tinOabar biss gaal skopijiet
spe-ifi-i u leititmi;

iv. Lebda data ma tista¢ tinOabar u
tinfamm jekk mhux géall-gaanijiet
spe-ifikati li l-individwu jkun mgéarraf
bihom minn qgabel;

v. Datati0i pro-essata bémezzi adekwati

ippro-essata

u relavanti u esklussivament gaall-
gaan ewlieni li gaalih tkun ged ti0i
ppro-essata;

vi. Mégaandha tintalab l-ebda

informazzjoni u ma tkun pro-essata

jew miémuma l-ebda data jekk din
ma tkunx skont jew taqbeé r-rekwiéiti
taé l-ippro-essar

Data gaandha tinOabar u tkun

ikkonfermata bémod séia u korrett

u gaandha tkun  allornata

kontinwament;

viii. Gdandhom jittieddu l-miéuri ne-essarji
wagqt il-Obir u lippro-essar tad-data
sabiex din ma toaro0x jew tinxtered,
u li flebda ain mégdandu jkun hemm
lok ta¢ skoretteza jew Obir u taallija
taé informazzjoni mhix kompluta Kkif
meéatied mi-—irkostanza li gaaliha

vii.

:



tkun ged tindabar;

ix. Data personali fl-ebda &in mégdandha
tinfamm géal perjodu aktar minn
dak meatied u l-persuna awtorizzata

gadandha tkun taf gaalfejn qged
tiObor u/jew tippro-essa dik |-
informazzjoni.

I-GWU tinsisti li sakemm id-drittijiet
individwali jibggau jiOu maarsa jkunu
wkoll qged jitdarsu d-drittijiet tas-so-jet™
kollha. Dan billi d-drittijiet taé l-individwi
miObura kollha flimkien jiffurmaw id-
drittijiet tas-so-jet” kollettiva. II-GWU

REFERENZI

tistagq fuq dan gaaliex tqis lil persuna
baala bniedem saia u fittotalit” tiegau
gaandu jkollu garanziji li d-drittijiet tiegau
baala bniedem jibggau mhux mittiefsa.
Minbarra dan, millat trejdunjonistiku,
ikGWU tibgaé tisdaq illi l-avwanz u I-
progress li giegaed isir fitteknoloQija
u flinformatika gaandu jintuéaé bémod
kostruttiv biex jgain kemm lill-daddiem
kif ukoll lill-employer biex flimkien jimxu
¢l quddiem, u mhux biex l-employer ikollu
kontroll totali u assolut fuq limpjegat
tiegau bémod Ii jikser id-dritt taé dak I-
impjegat gaall-privatezza.

Data Protection Act (DPA) 1998 www.ico.gov.uk

Irish Statute Book & Data Protection Act 1988 www.irishstatutebook.ie
Kap. 440 & Att Dwar il-Protezzjoni u I-Privatezza tad-Data (Malta) 2001
http://doc.justice.gov.mt




— PrROTEZZIONI TAD-DATA

APPENDI¢I

Mudell ta¢ ftehim dwar il-funzjoni taé CCTV cameras fuq il-lantijiet tax-xogaol u -uéu
taé filmati mehudin minnhom.

1. Huwa magbul illi l-uéu kontinwu ta¢ CCTV cameras huwa meatied biex jissal-
vagwardja |-propjetaé tal-Kumpanija u s-sigurta tal-impjegati

2. Bl-ebda mod ma gaandhom jitwaéalu CCTV cameras fil-post fejn jaddmu
l-daddiema jew fuq il-daddiema imma dawn gaandhom jitwaaalu fépostijiet taé
arud u parking

3. Huwa wkoll miftiehem illi l-iskop tas-CCTV cameras huwa li jiskoragixxi
in-identi mhux mixtieqa, u meta meéatie0 biex jgainu flinvstigazzjoni ta¢ kaéi
taé serq, vandaliému u vjolenza fir-rigward taé propjeta u assi tal-kumpanija u
affarijiet personali tal-impjegati u viéitaturi,

4. Evidenza miObura mis-CCTV cameras gaandha ti0i uéata biss fékaéi dixxi-
plinarji relatati maé serq u imOieba kriminali,

5. Huwa magbul illi filmati minn CCTV cameras jiOu a--essati bémod ikkontrollat
permezz tad-Dipartiment tat-TeknoloQija tal-Informatika tal-Kumpanija. Waqt
investigazzjoni filmati minn CCTV cameras gaandhom jarawhom flimkien
rappreéentanti tal-Kumpanija u tal-GWU.

Date

For the Company For the Union
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Every person has a right to privacy and to its safeguarding. If someones
privacy is violated, their human dignity is belittled. For this reason, protecting
privacy is crucial in the consolidation of a just, active and healthy society. Thus,
if the privacy of each individual is not clearly safeguarded and protected, this
would mean that the foundations of society are under threat and are being
weakened. The concept of ¢privacy as it is understood today is indeed different
from what it used to mean in the past. Advances in technology and IT, to take
just one example, brought with them new challenges in this area, so much so that
nowadays we even have specific laws which establish what should be considered
to be ¢privatet and which information/data about a person may be taken, stored,

and/or processed by third parties.

In this context, the GWU fully
believes in the privacy of the individual,
even in the context of employees at their
workplace. The right to ¢privacyé is not
limited only to the privacy of the person
as such, but also covers the privacy of
all information about that person. The
GWU believes that the way in which
any information about a person is taken,
stored and processed is very important
and must be given particular attention. It
also recognises how delicate the process
of gathering, distributing and deleting
data is. This is because while, in every
democratic country, the state requires
sensitive and basic information about
citizens for record keeping purposes,
especially with regard to the protection
of public health and security, for instance

in order to fight crime, there is always a
challenge of how and to what extent this
information about every citizen may be
protected.

The GWU believes that the protection
of all information is every personés legal
right. For this reason, no person should
be disadvantaged in any way because
of the disclosure of information about him
or her.

It is the GWUEs belief that the misuse
or negligent use of any information about
a person may cause a lot of damage to
the individual as well as to other persons
connected to him or her, as this may
lead to the ruin or tarnishing of their
reputation.

13



The GWU believes that the applicable
laws, including the Data Protection Act,
need to be strengthened and updated, in
order to avoid abuse as much as possible,
as well as to ensure that every person

I_AW ENFORCEMENT

about whom information is being given
without their consent would have open
and wide access to seeking redress, as
well as an effective redress.

The GWU believes that those laws
which do not only guarantee the right to
individual privacy but which intrinsically
act also as a deterrent against the abuse
of information about a person should be
enforced.

Despite the fact that there is a
problem as regards the extent of
individual rights in relation to collective
rights, even in the area of distribution or
storing of information, it is a difficulty in
itself to find a solution to this problem,
the legal system in our country has
to and can continue to find the means
by which a balance between the two
may be found. To this day, the legal
means against the abuse and needless
distribution of individual information
are found in the Data Protection Act a
nevertheless, this instrument cannot, now
that it has been created, be left without
being updated from time to time and as
required in the circumstances. The GWU
acknowledges that the introduction of
this law in 2001 was a significant step

forward the recognition of this right,
even though today, after this law has
been in force for eight years, the GWU
recommends that this law is revised and
updated. Despite that there were several
small amendments to this law in the
years 2002, 2003, 2006 and 2007
respectively, the GWU is of the opinion
that after having ¢experimentedé with this
law for eight years, it would be timely
to update this law in a holistic manner,
in order to strengthen it further where
experience has shown that it functioned
well and was effective, whereas the law
should be amended or updated where it
did not function well or was found to be
weak.

It is a fact that although the principal
aim of the Data Protection Act is explicit,
namely that of protecting the individual
from the abuse of his privacy, it is not so
easy to always interpret and respect the
said Act in the same measure. This may
result in the law losing its strength and
effectiveness while it is being applied,
or it may raise serious and sometimes
conflicting questions and therefore
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citizens may not feel so sure about the
aims and application of the law and
therefore, they may not have peace of
mind. For this reason, the GWU insists
that the guidelines that emerge from the
law and its practice have to be clear
and strict so as not to leave any room for
misunderstandingorawiderinterpretation
of the law than is required. The GWU
would like the individual to have, through
this legal instrument, not only the right but
also the power to exercise and enforce
control on the access to and issuing of

-|T-1E RIGHT TO PRIVACY

information about him/her as well as on
his/her privacy. The GWAU insists that
this control should not be hindered in its
application and implementation.

With this in mind, the GWU believes
that the regulatory authorities should
be independent and distant from any
commitments, regardless of their nature,
so that the citizen may feel that his or
her rights are truly being continually
safeguarded and respected.

For this reason, in order that this
is seen to be implemented, the GWU
believes that when the individual right
to the safeguarding of information and
personal privacy is violated, besides
the normal redress which emerges from
the courts, which often act and make
decisions on the basis of the law, apart
from the fact that the said procedures
take a considerable length of time to
come to a conclusion, there should also
be an authority which makes decisions
in a more efficient way and makes
declarations from the human aspect
about the damage which would have
been caused by the abuse of individual
and private information.

There is also the other side of the coin,
which the GWU is also concerned about.

There are entities and individuals who
use the law conveniently to cover up the
refusal to give out even basic information.
This may also cause problems on the
job market and in business. In order
to avoid these dilemmas, the GWU
feels that in every case, prior to being
issued, all information requested about
an individual should have the consent of
the person involved, and the reason for
the request to issue the information and
the use to which it will be put are to be
explained in a clear way (without any
small print or reservations). The person
should be given an official assurance
that the information about him or her is
not used for any reason other than that
agreed upon. This has to be applied also
in the workplace.
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For this reason, the GWU believes
that the Data Protection Act should
continue to ensure that those who have
access to data about individuals and who
are entrusted with safeguarding and/or
processing the same data are given clear
and serious responsibilities. They should

/\CCESS TO PERSONAL INFORMATION

in all cases be responsible persons, of
good conduct and trustworthy as this is of
huge responsibility. They also have to be
aware that any shortcomings may cause
serious problems to the individual about
whom information is being distributed.

Among the rights which a person
about whom information exists that may
be processed should enjoy, there is the
right for this person to have access at any
time to any information about him or her
that is collected. In fact, at the GWU we
always inform our employees that it is
their right to see the personal file which
is kept about them at their workplace
whenever they feel the need to do so.
Parallel to this, every employee about
whom information is collected and stored
also has the right to request correction
or deletion of incorrect information about
him or her. The employee would also
have the right to keep information about
himself or herself which might be used
against him or her from being issued. The
GWU also believes that at no time can
any personal information be used which
can damage either the individual or even

less any third party.

Any data should be kept only for
specific purposes which are regulated by
law or for administrative reasons, without
any superfluous information about the
person being processed. The GWU also
insists that excessive use of information
and not as stated in law should be
immediately considered a criminal act
liable to criminal punishment.

This data should be always updated
and well-kept and with limited access.
At the same time all the necessary steps
should be taken if it transpires that there
were any breach of procedures or
any wrong technical or organisational
measures which lead to the loss, leakage
or damage of personal data.
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MONITORING

As regards the installation of Close
Circuit Television [CCTV] cameras in the
workplace, the GWU insists that these
are set up in places in order to control
the flow of people entering and exiting
the company building and are used
only for the safeguarding of company
property as well as the protection of
employeesté safety. As a respect to the
persongs dignity, these cameras should
not be installed in places with the aim
of conducting constant surveillance on
the person of employees during their
workday. In fact, experience leads us
to understand the tension and stress that
an employee feels when they know that
they are being surveilled every minute
by a machine. This would not be due
to the individual having any malicious
intent, but would be because the simple
fact that their every movement is being
surveilled and registered creates stress
in the individual, and makes him or her
more susceptible to making mistakes.
The GWU has never been contrary to
surveillance carried out by employees
engaged as supervisors or managers but
definitely does not accept that individual
employees are recorded. There are
circumstances where cameras need to
be installed in sites in which employees
are recorded in a general way, but these
are specialised workplaces such as
casinos, banks and exchange bureaus.
In fact, casinos, for example, install

these cameras according to the law
and parameters, including those agreed
upon internationally. These cameras may
also capture audio in order to be able
to check any doubts that may emerge
if a client complains that the employee
would not have played according to
the clientés instructions. Nevertheless,
as a Union we do not find it acceptable
that these cameras are used as a means
of discipline except in cases of theft,
vandalism or violent behaviour. In fact,
the GWU takes to court management that
does not honour the above mentioned
criteria.

Besides this, in companies where
CCTV cameras are installed and the
GWU is the recognised institution,
it insists that a policy is developed,
a model of which is annexed to this
document, which stipulates the use of
these cameras. The GWU also insists that
in the companies where it is organised,
when CCTV cameras are installed that
do not point at the employees, not only
should they implement the policy attached
but they are also to place clear signs
that indicate that CCTV cameras have
been installed. These signs should be in
prominent places both for employees as
well as clients/third persons who visit
that establishment.

The GWU has always insisted, and
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will continue to maintain, that the primary
aim of CCTV cameras at the workplace
should be that to discourage thetft,
vandalism and violent behaviour, as
well as to ensure the health and safety of
employees in case of any aggression. In
this sector the use of the information stored
by these cameras should be permissible
but carried out with caution, in order to
aid and facilitate an investigation that
may take place about the criminal acts
indicated in this paragraph.

The GWU stands firm regarding the
correct use of CCTV cameras, and to
achieve this aim, insists that these cameras
have to be under the surveillance of the
companyés Department of ICT, which
should be composed of persons who
are trustworthy, of good reputation and
adequately trained. Every recording, or
use of a recording, to which reference is
made during an investigation has to be
shown by the company in the presence
of the employeest representatives and the
employee/s himself/herself/themselves.

The monitoring by principals of
modern communication systems, such
as e-mail, presents a similar case, as
does the technological control of the
movement of company vehicles and also
that of employees who do not have a
fixed workplace. Naturally, even in these
cases, there has to be a balance between
the need of the principal to control and

regulate the companyés resources and
the dignity of the employees themselves.

The GWU Dbelieves that the
introduction of every monitoring system
should be proportional to the needs of
the principal and for this reason does not
exceed that which is strictly necessary for
the running of the companyés. Above all,
the GWU believes that no system should
be introduced without the knowledge of
the employeest representatives and that
of the employees themselves.

The GWU does not agree that a
principal should inspect every e-mail that
an employee sends and receives from his
or herworkplace. This right of the principal
should be limited to cases in which the
principal reasonably suspects that a
particular employee is using this means
of communication in an inappropriate
way or in a manner that goes against the
interests of the principal.

Another interesting point, and one
that merits discussion, is the monitoring,
by means of a GPS system (eg. Datatrak),
of employees who carry out deliveries
using the companyés vehicles. While the
GWU does not see anything wrong in
this modern system as long as it is used
well and for the right reasons, one has
to be very careful that this system is not
abused. Furthermore, in cases where the
employee has the right to use the company
vehicle after work hours and at weekends
for personal reasons, the GWU insists
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that the GPS system is switched off for
the duration when the employee is not at
work, in order to safeguard the privacy
of the employee and of his or her family.

E XEMPTIONS IN DATA PROCESSING

In any case, however, the GWU insists
that, whenever an employee is given a
company car that has a GPS system, the
employee should be informed.

The GWU understands that the Data
Protection Act should incorporate and
indicate clearly those exemptions where
the processing of data is permissible,
including issues related to national
security, cases of organised crime, failure
to observe laws and/or when a threat
is made to a personés life. The GWU
agrees also with all data processing and
publication of information that has the
aim of curbing tax evasion regardless of
whether this is being done by companies
or by individuals.

Where the Data Protection Act
speaks about the use and acquisition of
information it has to be explained in the
clearest manner possible that anybody
who is not authorised to access this
information, but nevertheless obtains
information and uses it in a wrong way
should be severely penalised.

Attention also needs to be given
to ensure that nobody pretends to be
someone else or impersonates someone
to obtain information about another
person. All this should be considered a

criminal offence, even in cases where
the information that is requested is to be
used in order to determine or influence
the employment of a person or persons
by impinging on their selection, or with
regard to either retention of employment
or dismissal.

It should also be kept in mind that the
existing law refers to apersonal dataz and
asensitive personal dataz, and stipulates
sensitive personal data as being that
data which reveals: race or ethnic origin,
political beliefs, religious or philosophical
beliefs, trade union membership, health
or sexual activity of an individual. Such
information should be protected in the
most rigorous manner possible. The GWU
believes that a lot still has to be done so
that these provisions of the existing law
are enforced in an effective manner. It is
useless to have a law that on paper looks
nice but when an individual who has
been wronged seeks redress, he or she
finds excessive bureaucracy, delays or
loop-holes, which ultimately deprive him
or her from receiving effective redress.
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TII\/IE PERIODS FOR RETENTION OF INFORMATION

Personal and private information
should remain classified for a time period
depending on the case, and access
to this information should be only as
specified by law. This time period should
be binding for anybody who has access
to information about other people.

At the same time, under no
circumstances may information which
cannot be proven be disclosed. This
is also valid for information collected

C ONCLUSIONS

through a CCTV camera. In conformity
with the provisions of the Collective
Agreement, the GWU maintains that
personal information, that is, information
related to discipline about employees in
their workplace, should not be held for
a period longer than twelve (12) months
in the archive of the company. Thus,
every employer has to delete and destroy
the information collected regarding an
employee at the end of the year.

The GWU fully agrees with the nine
(9) criteria listed hereunder and on which
Chapter 440, Data Protection Act, 2001
is based, as listed in Part Three of said
Chapter and which intrinsically ensure
that good use is made of the information,
and that any data is safeguarded. These
are:

i. personal data is processed fairly,
clearly and loyally;

ii. personal data is always
processed in accordance with
good practice;

iii. personal data is collected solely

for specific and legitimate

purposes;

iv. no data can be collected or held
unless it is for a specific purpose
which the individual has been
previously been informed about;

v. personal data is processed in an
adequate and relevant manner,
exclusively for the sole purpose
for which it is being processed;

vi. no more personal data is
processed than is necessary
having regard to the purposes of
the processing;

vii. personal data that is processed
is correct and, if necessary, up

to date;
viii.all reasonable measures are
taken to complete, correct,

block or erase data to the extent
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that such data is incomplete or
incorrect, having regard to the
purposes for which they are
processed;

ix. personal data is not kept for a
period longer than is necessary,
having regard to the purposes
for which they are processed.

The GWAU insists that, as long as
individual rights are safeguarded, the
rights of all of society would also be
protected. This is because individual
rights, when grouped together, form the
rights of the collective society. The GWU
insists on this as it considers the person

R EFERENCES

as a complete human being and believes
that, in his or her totality, the person
should have the guarantees that his or
her rights as a human being are not
breached. Besides, from the perspective
of a trade union, the GWU maintains that
progress being made in technology and
information technology should be used in
a constructive manner to help both the
employee and the employer so that they
can move forward together, and not so
that the employer would have total and
absolute control over the employee in a
way that breaches the employeeés right
to privacy.

Data Protection Act (DPA) 1998 www.ico.gov.uk
Irish Statute Book & Data Protection Act 1988 www.irishstatutebook.ie
Chapter 440 a Data Protection Act (Malta) 2001 http://doc.justice.gov.mt







